
Croydon Hills Primary School

Digital Learning Policy
(Internet, Social Media and Digital Devices)

Help for non-English speakers
If you need help to understand this policy, contact croydon.hills.ps@education.vic.gov.au

PURPOSE

To ensure that all students and members of our school community understand:

(a) our commitment to providing students with the opportunity to benefit from digital
technologies to support and enhance learning and development at school, including our
one to one iPad program in the Senior School (Years Five and Six).

(b) expected student behaviour when using digital technologies including the internet, social
media, and digital devices (including computers, laptops, tablets).

(c) the school’s commitment to promoting safe, responsible and discerning use of digital
technologies, and educating students on appropriate responses to any dangers or threats
to wellbeing that they may encounter when using the internet and digital technologies.

(d) our school’s policies and procedures for responding to inappropriate student behaviour on
digital technologies and the internet.

(e) the various Department policies on digital learning, including social media, that our school
follows and implements when using digital technology

(f) our school prioritises the safety of students whilst they are using digital technologies
(g) the school’s take home device program in the Senior School

SCOPE

This policy applies to all students at Croydon Hills Primary School.

Staff use of technology is governed by the Department’s Acceptable Use Policies:

● Acceptable Use Policy for ICT Resources
● Cybersafety and Responsible Use of Digital Technologies
● Digital Learning in Schools and
● Social Media Use to Support Student Learning.

Staff, volunteers and school councillors also need to adhere to codes of conduct relevant to their
respective roles. These codes include:

● Croydon Hills Primary School’s Child Safety Code of Conduct
● The Victorian Teaching Profession Code of Conduct (teaching staff)
● Code of Conduct for Victorian Sector Employees (staff)
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● Code of Conduct for Directors of Victorian Public Entities (school councillors)

DEFINITIONS

For the purpose of this policy, “digital technologies” are defined as being any networks, systems,
software or hardware including electronic devices and applications which allow a user to access,
receive, view, record, store, communicate, copy or send any information such as text, images,
audio, or video.

POLICY

Vision for digital technology at our school

The use of digital technologies is a mandated component of the Victorian Curriculum F-10.

Croydon Hills Primary School understands that safe and appropriate use of digital technologies
including the internet, apps, computers and tablets provide students with rich opportunities to
support learning and development in a range of ways.

Through increased access to digital technologies, students can benefit from enhanced learning
that is interactive, collaborative, personalised and engaging. Digital technologies enable our
students to interact with, and create, high quality content, resources and tools. It also enables
personalised learning tailored to students’ particular needs and interests and transforms
assessment, reporting and feedback, driving new forms of collaboration and communication.

Croydon Hills Primary School believes that the use of digital technologies at school allows the
development of valuable skills and knowledge and prepares students to thrive in our globalised
and interconnected world. Our school’s vision is to empower students to use digital technologies
to reach their personal best and fully equip them to contribute positively to society as happy,
healthy young adults.

Croydon Hills Primary School will provide opportunities for all students to access and develop
competencies with the broadest possible range of Digital technologies (ICT). Desktop computers,
iPads, Chromebooks, coding equipment (including, but not limited to Spheros and Beebots),
Interactive Data Panels and other Audio Visual Equipment are used as tools that support and
develop learning and enhance educational outcomes.

Take Home Devices in the Senior School

Our 1:1 Take Home Device Program in the Senior School provides the opportunity for our learning
programs to extend beyond the four walls of the classroom, integrate school learning and
consolidated learning from home, and bridges the gap between traditional primary school
homework and the homework of secondary school students.

During 2023 and 2024 Croydon Hills Primary School will transition from iPads to Chromebooks as the
school’s endorsed 1:1 device for Year 5 & 6 students.
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Parents/carers are invited to using a school supplied Chromebook or continue the previous
practice of supplying an iPad at their own expense and liability. The Chromebook being
completely school managed and provided upon paying Curriculum Contributions.

Alternatively, for students opting out, a shared at-school only Chromebook will be available with
the understanding that students should have access to their own, separate at-home device for
the purpose of home work / home learning.

Note: the school has a hardship (Equity) fund for families who require financial support for
equitable access to learning, in this case, via technology. Families are to contact the school’s
Assistant Principal (Wellbeing & Inclusion) ph 9725 1206 for support.

Families who pay their Curriculum Contributions or are a recipient of Hardship/Equity support will
receive a loaned Chromebook for the duration of their Senior schooling. This device has school
insurance, comes with technical support, protective sleeve, and repair warranty. The device is to
be returned upon cessation of enrolment.

If families are providing an iPad for school use, the iPad should be supplied to their child for
predominant use by the student. They are responsible for all information and content on the
device which needs to fit within the Acceptable Use Agreement (See Appendix) and guidelines
below.

Our school does not have insurance to cover accidental damage to a student’s iPad, and
parents/carers are encouraged to consider obtaining their own insurance for their child’s iPad.

Students using their own iPad:

● understand that staff have the right to look at any application or file on the iPad at any
time.

● must not have a connection to a cellular network (no SIM installed).
● must bring it to school with sufficient charge each day, in a durable and protective case.
● must have all apps on the required installed.
● must not contain any 13+ Social Media apps installed on the devicel; this includes, but is

not limited to Snapchat, TikTok, Facebook, Instagram, Discord.
● must not have any 13+ games installed on the iPad and any games must be stored in a

folder on the iPad, on a different home screen to school apps.
● should have it set up using Apply Family Sharing to manage the iPad. More information

about this can be found by navigating to this page:
https://support.apple.com/en-au/HT201088

● should have an iTunes account able to download apps to allow the iPad to function
educationally. Most required apps will be free. Some required apps may come with a cost.

Safe and appropriate use of digital technologies

Digital technology, if not used appropriately, may present risks to users’ safety or wellbeing. At
Croydon Hills Primary School, we are committed to educating all students to be safe, responsible
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and discerning in the use of digital technologies, equipping them with skills and knowledge to
navigate the digital world.

At Croydon Hills Primary School, we:

● use online sites and digital tools that support students’ learning, and focus our use of digital
technologies on being learning-centred

● restrict the use of digital technologies in the classroom to specific uses with targeted
educational or developmental aims

● supervise and support students using digital technologies in the classroom
● reserve the right to look at any application or file on a device, or on any Croydon Hills

registered domain
● effectively and responsively address any issues or incidents that have the potential to

impact on the wellbeing of our students
● have programs in place to educate our students to be promoting safe, responsible and

discerning use of digital technologies
● educate our students about digital issues such as online privacy, intellectual property and

copyright, and the importance of maintaining their own privacy online
● have an Acceptable Use Agreement outlining the expectations of students when using

digital technology at school
● use clear protocols and procedures to protect students working in online spaces, which

includes reviewing the safety and appropriateness of online tools and communities,
removing offensive content at earliest opportunity

● educate our students on appropriate responses to any dangers or threats to wellbeing that
they may encounter when using the internet and other digital technologies

● provide a filtered internet service to block access to inappropriate content
● refer suspected illegal online acts to the relevant law enforcement authority for

investigation
● support parents and carers to understand safe and responsible use of digital technologies

and the strategies that can be implemented at home through regular updates in our
newsletter, information sheets, website/school portal and information sessions.

Distribution of school owned devices to students and personal student use of digital technologies
at school will only be permitted where students and their parents/carers have completed a
signed Acceptable Use Agreement.

All messages created, sent or retrieved on the school’s network are the property of the school. The
school reserves the right to access and monitor all messages and files on the computer system, as
necessary and appropriate. Communications including text and images may be required to be
disclosed to law enforcement and other third parties without the consent of the sender.

Social media use

Our school follows the Department’s policy on Social Media Use to Support Learning to ensure
social media is used safely and appropriately in student learning and to ensure appropriate
parent notification occurs or, where required, consent is sought. Where the student activity is
visible to the public, it requires consent.
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In accordance with the Department’s policy on social media, staff will not ‘friend’ or ‘follow’ a
student on a personal social media account, or accept a ‘friend’ request from a student using a
personal social media account unless it is objectively appropriate, for example where the student
is also a family member of the staff.

If a staff member of our school becomes aware that a student at the school is ‘following’ them on
a personal social media account, Department policy requires the staff member to ask the student
to ‘unfollow’ them, and to notify the school and/or parent or carer if the student does not do so.

Student behavioural expectations

When using digital technologies, students are expected to behave in a way that is consistent with
Croydon Hills Primary School’s Statement of Values, Student Wellbeing and Engagement policy,
Inclusion and Diversity policy and Bullying Prevention policy.

When a student acts in breach of the behaviour standards of our school community (including
cyberbullying, using digital technologies to harass, threaten or intimidate, or
viewing/posting/sharing of inappropriate or unlawful content), Croydon Hills Primary School will
institute a staged response, consistent with our policies and the Department’s Student
Engagement and Inclusion Guidelines.

Breaches of this policy by students can result in a number of consequences which will depend on
the severity of the breach and the context of the situation. This includes:

● removal of network access privileges
● removal of email privileges
● removal of internet access privileges
● removal of printing privileges
● temporary removal of device during class time
● other consequences as outlined in the school’s Student Wellbeing and Engagement and

Bullying Prevention policies.

COMMUNICATION
This policy will be communicated to our school community in the following ways:

● Available publicly on school website
● Included in staff induction processes
● Included in our staff handbook
● Annual reference in school newsletter
● Hard copy available from school administration upon request

RELATED
Acceptable Use Agreement (Appendix 1)

REVIEW CYCLE
Ratified by Principal - February 2023
Review Date - December 2024
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APPENDIX 1

Croydon Hills Primary School

Acceptable Use Agreement
(Internet, Social Media and Digital Devices)

Croydon Hills Primary School has a Digital Learning (Internet Social Media and Digital Devices)
Policy in place to support appropriate digital technology use and online behaviour.

This agreement confirms understanding of the requirements of internet and digital technology use
for students and carers at our school.

All students and carers are required to read the Digital Learning (Internet Social Media and Digital
Devices) Policy and familiarise themselves with the expectations and behaviours at our school in
relation to digital technology use and online behaviour.

Croydon Hills Primary School is committed to:
● Support the rights of all members of the community to be part of a safe and supportive

learning environment.
● Educate students to be safe and responsible users of digital technology.
● Provide appropriate management and supervision within the learning environment to

monitor and encourage the appropriate use of digital technology at all times.
● Provide a filtered and monitored internet service (while acknowledging, at the same time,

that full protection from inappropriate content cannot be guaranteed whilst at home).
● Respond to issues and incidents related to the use of school digital technology and its

potential to impact on the wellbeing and safety of our students.
●  Support parents to understand the importance of safe and responsible use of digital

technology, the potential issues that surround its use, and strategies that can be
implemented at home to support their child.

Students using all forms of digital technology are expected to use devices:
Safely by:

● Keeping personal information private (name, telephone number, address, images).
● Never using other people’s personal information unless they have given me permission.
● Only using websites that staff members and parents/carers say are okay.
● One using devices when staff members have provided instruction to do so, and only using

them for the purpose instructed.
● Talking to staff and parents about staying safe online.
● Telling teachers if they see anything that upsets them or know is not okay at our

school. (eg not showing others, taking a screenshot, turn off the screen, find a teacher
straight away.)
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Respectfully by:
● Being kind to people when online.
● Always asking friends and teachers if it is okay to take photos, record sound or video at

school.
● Using school appropriate words when communicating with others.
● Looking after the technology equipment.

Responsibly by:
● Asking for help when unsure what to do.
● Listening carefully and following instructions.

Parents and Carers are asked to:
● Monitor student engagement with technology at home. For students in the senior school,

we recommend that devices are not charged in the students’ bedroom.
● Read through this agreement with their child.
● Support the promotion of safe, respectful and responsible use of digital technology in

accordance with the expected standards outlined in this agreement.
● Take an active interest in their child’s online/digital technology usage and behaviour.
● Regularly check in with their child regarding their engagement with technology at

home.

Student Name: ______________________________________________ Class: ____________

We have read and understand the Digital Learning (Internet Social Media and Digital

Devices) Policy and Acceptable Use Agreement.

Student: I agree to abide by the policy and agreement and understand that failure to

follow this may result in me having my privileges suspended or revoked.

Student Signature: ____________________________________________ Date: ______________

Parent Signature: _____________________________________________ Date: ______________
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